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• Who we are and what we do

• Understand the NZ cyber security risk environment

• Know what you can do to be more cyber resilient

• Understand  how you can encourage your 
customers to be more secure

What we want you to know
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We detect & 
disrupt malicious 

cyber activity

We are the lead 
operational cyber
security agency

We support 
individuals & 

organisations to 
raise cyber
resilience

What do we do?
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Geo strategic shift

Economic relationships are 
reassessed

A shift from economics 
to security

Building greater resilience becomes 
more prominent

A shift from efficiency 
to resilience

Multipolar world where rules are more 
contested

A shift from rules to 
power
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New Zealand's cyber threat 
landscape - 5 judgements

State-sponsored actors are actively testing New Zealand targets

The commercialisation of cybercrime means cybercriminals have more tools 

Hacktivists are targeting New Zealand organisations as global conflicts escalate 

Threat actors are exploiting supply chains, hidden dependencies and organisational blind spots 
to cause impact

Known weaknesses and unpatched vulnerabilities are providing threat actors with easy access 
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Real world impact

According to our research, 

around half of New 

Zealanders have 

experienced an online 

security threat in the 

past six months:

We estimate $1.6 billion is 

lost to these threats last 

year in NZ

830,000 people lost money Average loss was $1260



So, what can you do to 
protect your systems?



Data collection, storage and 
encryption
Data collection
Consider what information you really need to collect from clients and contacts.
Your level of risk is based on the amount of data you have —

Data storage 
If you use a cloud service for data storage, check the provider can give you the 
services and protection you need.

Encryption
Make sure you’re encrypting any data you collect. 
• in transit
• at rest 



Principle of least privilege:

• reduces the risk of data being 
accidentally shared. 

• needs clear guidance for staff.  

Least Privilege - Manage and limit 
access 



Create an incident response plan
Develop a response plan for what to do if 
your business is affected by a data 
breach.

Make sure your staff know to report any 
security breach to your IT person or 
team.



Actions you can take to 
protect yourself



Create a long, strong and unique password

• Longest is strongest: use at least 16 characters.

• Use a passphrase of four or more random 
words.

• Avoid common patterns and personal 
information.



Reusing passwords
Reusing passwords means more damage if 
you are involved in a cyber incident.

• Many online accounts use your email 
address as your username.

• Many online accounts are accessed through 
your social media login.



• 2FA is an additional security step on top of your username 
and password 

• 2FA is a way of ensuring that it’s really you logging 
into an account.

• Find out how to do this for your bank, email and social 
media accounts at ownyouronline.govt.nz

2FA helps stop 99% of automated online 
attacks
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How we can support you
Minimum Standards

Report to us via 
www.ncsc.govt.nz/report

MFN

Vulnerability Alerting Incident Response Support
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Key takeaways

State-sponsored actors 
are actively testing New 

Zealand targets

Threat actors are 
exploiting supply chains, 

hidden dependencies 
and organisational blind 

spots to cause impact

The commercialisation of 
cybercrime means 

cybercriminals have more 
tools.

Known weaknesses and 
unpatched vulnerabilities 

are providing threat 
actors with easy access 

Hacktivists are targeting 
New Zealand 

organisations as global 
conflicts escalate 

Doing some basics will 
make you and your 

customers more secure.



Ransomware

Cautionary Tales from 
the Front Lines

Lead Director of Incident 
Response, Asia-Pacific

Coveware

J A M E S  F I N L A Y

SLIDES CAN’T BE SHARED DUE TO CONFIDENTIALITY



First -Hand 
Lessons

An Insured’s Cyber 
Incident Story

Partner

Hudson Gavin Martin

E D W I N  L I M





Partner

McGrathNicol

B R E N D AN  P A Y N E

Manager

McGrathNicol

A N D R E W  M C M A STER

Demonstrating 
Real -World 
Threat Actor 
Tactics
Cyber-Attack 
Simulations



Emergence Cyber SyncUp Auckland

Agenda

Case Study 1: Ransomware

Cyber-Attack Simulation 1: Info Stealer

Case Study 2: Business Email Compromise

Cyber-Attack Simulation 2: Multi-Factor Authentication Bypass

Mitigation Strategies



Case Study 1

Ransomware

01



Emergence Cyber SyncUp Auckland

Ransomware Overview

Ransomware is a business disruption event, not just a cyber incident.

INITIAL 
ACCESS

DATA 
EXFILTRATION

ENCRYPTION EXTORTION IMPACT

Decline in ransom payments Preparedness varies 70+ Ransomware groups



Emergence Cyber SyncUp Auckland

What is an Infostealer?

Infostealers are a class of malware designed to quietly steal 
sensitive information

Once installed, infostealers operate in the background

Stolen credentials are rapidly monetised or reused

Sold as malware-as-a-service, lowering the barrier to entry for 
cybercriminals and driving widespread adoption
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Lumma Infostealer – Information Captured

System information and stored credentials captured from the victim’s device
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Cyber Threat Intelligence – Credentials For Sale

Credentials sold and bough on dark web

Infostealers are a class of malware designed to quietly steal sensitive information

Once installed, infostealers operate in the background

Stolen credentials are rapidly monetised or reused
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Threat Actor Group – LockBit 3.0

Dark web leak site



Emergence Cyber SyncUp Auckland

Initial Access, Data Exfiltration and Deployment

Dark web leak site

Stolen credentials belonged to corporate IT Administrator for corporate VPN

Remains undetected inside network for two weeks exfiltrating data

The ransomware payload is executed across the network, encrypting critical 
infrastructure such as operational servers.
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The Ransom Note
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Breach Announcement



Cyber-Attack Simulation 1

Attack Type: Infostealer
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Case Study 2

Business Email Compromise
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Emergence Cyber SyncUp Auckland

Attack Vector

RESEARCH PREPARE EXECUTE PAYMENT
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Phase 1 - Research
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Phase 2 – Prepare
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Phase 3 - Execution

Actioned by: Threat actor Mailbox From: External user Recipient: CFO
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Phase 3 - Execution
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Phase 3 - Execution

Actioned by: Threat actor Mailbox From: CFO Recipient: Bank



Emergence Cyber SyncUp Auckland

Phase 3 - Execution

Actioned by: Bank Mailbox From: Bank Recipient: CFO
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Phase 3 - Execution

Actioned by: Bank Mailbox From: Bank Recipient: CFO
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Phase 3 - Execution

Actioned by: Threat Actor Mailbox From: CFO Recipient: Bank
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Phase 3 - Execution

Actioned by: Bank Mailbox From: Bank Recipient: CFO
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Phase 3 - Execution

Actioned by: Bank Mailbox From: Bank Recipient: CFO
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Phase 3 - Execution

Actioned by: Bank Mailbox From: Bank Recipient: CFO
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Phase 3 - Execution

Actioned by: Threat Actor Mailbox From: CFO Recipient: Bank
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Phase 3 - Execution

Actioned by: Bank Mailbox From: Bank Recipient: CFO
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Phase 3 - Execution

Actioned by: CFO Mailbox From: CFO Recipient: Bank
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Phase 3 - Execution

Actioned by: Threat Actor Mailbox From: CFO Recipient: Bank
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Phase 3 - Execution

Actioned by: Bank Mailbox From: Bank Recipient: CFO
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Phase 3 - Execution

Actioned by: Threat Actor Mailbox From: Spoofed Recipient: CFO



Cyber-Attack Simulation 2

Attack Type: Multi-Factor Authentication Bypass

04



Emergence Cyber SyncUp Auckland

▪ Multi-factor authentication

▪ Email filtering

▪ Patch management policy

▪ Security awareness training

Protect

▪ Extended detection & response

▪ Account monitoring

▪ Centralised logging & alerting

▪ Threat intelligence monitoring

Detect

▪ Principle of least privilege

▪ Network segmentation

▪ Automated endpoint isolation

▪ Pre-defined IR workbook

Contain

▪ Immutable backups & testing

▪ Disaster recovery plan

▪ Post-incident review

▪ Cyber insurance policy

Recover

Mitigation Strategies



The Anatomy of Cyber Incident Response

CEO

NSB Cyber 

S h a n e  B e l l

CEO

Emergence Insurance

T r o y  F i l i p c e v i c

Strategic Communications Principal

NCSC

R u s s e l l  P i l c h e rJ o s e p h  F i t z g e r a l d

Partner

Wotton & Kearney



T H A N K  Y O U
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