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•When Cyber Hits The Fan



Lead Cyber Analyst

External attack surface scanning

Building tools

Helping on Complex Claims

Value Add services

Helping Group Companies

Bulk analysis of Coverholder portfolios

Tokio Marine Kiln Role



It’s complicated

How I Ended Up Here 



The Salisbury Poisonings 

Salisbury Hospital

Public Health England / Porton Down

Police Mobile phones

Interesting Cases



Prime Minister Theresa May visits China 
in 2018 

Prime Ministers Laptop



UK seizes Syria bound oil tanker off 
the coast of Gibraltar

Gibraltar
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Government wide cyber attack

5 eyes response

Zero Day vulnerability

ACSC lead

Australia 2019



Long hours

No Weekends

High stress

Difficult conversations

Often anger taken out on DFIR team

Conflict with rebuild stream

Costing difficult

But we love it

The most rewarding part is the challenge

What it’s like working in DFIR
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E V A N  V O U G D I SDecision Factors, 
Negotiation Dynamics, and 
Business Implications



What we’ll cover

• Introduction

• Decision Factors for Engagement

• Lifecycle of a Negotiation

• Business Decisions: To Pay or Not to Pay

• What Happens When You Pay

• Key Takeaways



Ransomware is malicious software that 
encrypts or locks up your files and 
demands a ransom payment for the 
decryption key. 

Ransomware can infect your device 
through various means, such as spam 
emails, malicious links, or unverified 
downloads.

Successful ransomware attacks can have 
devastating effects, including loss of 
essential data, financial damage, and 
reputational harm. 

Introduction to Ransomware - RaaS



Introduction to Ransomware – Ransom Notes



Decision Factors for Engagement - Severity

1. Data Encryption Impact – Assess which systems are impacted?
2. Business Disruption – Quantify downtime costs.
3. Scope and spread – Is the Incident contained and what is the 

current scope of the compromise (i.e., Backup Environments).



Decision Factors for Engagement - Trust

1. Group Reputation– Who am I dealing with?
2. Deal Reliability – Are they likely going to stick to our agreed terms?
3. Risk of Deception– Is the Incident contained and what is the current 

scope of the compromise ie Backup Environments.



Decision Factors for Engagement – Legal & Recovery

1. Jurisdictional Laws – Understand legal constraints – OFAC / Sanctions
2. Backup Viability – What is the current backup position of the victim?
3. Alternate Recovery – Explore free backup tools (i.e., No more Ransom)
4. Insurance and Counsel – What is your advice? 



Lifecycle of a Negotiation
The lifecycle of a ransomware negotiation begins with establishing secure communication protocols to safely engage with attackers, followed by an initial response and 
decision-making framework to assess demands and motivations, and progresses through counter-offer strategies, a decision point, and exit considerations

1. Establishing 
Communication Protocols

• Establishing secure 
communication method.

• Documenting all communications 
for legal, analytical, and record-

keeping purposes. 

4. Counter-Offer Strategies
• Prepared guidelines for making counter-offers, if deemed necessary, 

which could involve negotiating a lower ransom or extended deadlines.
• Evaluate the ability to recover operations without paying the ransom.

2. Initial Response
• Standardised initial response to 

ransom demands without 
committing to action.

• Neutral in tone to avoid 
provocation or perceptions.

5. Exit Strategy Considerations
• Planning for different negotiation outcomes, 

including successful negotiation, failure to reach an 
agreement and escalation to law enforcement.

01
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3. Decision Making Framework
• Understanding the motivation, financial 

thresholds and limits of the organisation in 
terms of ransom payment.



Case Study – Qilin Ransomware Negotiation

• Qilin, emerged in 2022 as a 
Russian-speaking 
Ransomware-as-a-Service 
(RaaS) group.

• Qilin employs double 
extortion, encrypting data 
and exfiltrating sensitive 
information.

• Notable incidents include 
the 2024 Synnovis attack 
affecting NHS hospitals, up 
to 5.6M impacted.



Lifecycle of a Negotiation – Initial Response T-0



Lifecycle of a Negotiation

1. Establishing 
Communication Protocols

• Establishing secure 
communication method.

• Documenting all communications 
for legal, analytical, and record-

keeping purposes. 

4. Counter-Offer Strategies
• Prepared guidelines for making counter-offers, if deemed necessary, 

which could involve negotiating a lower ransom or extended deadlines.
• Evaluate the ability to recover operations without paying the ransom.

2. Initial Response
• Standardised initial response to 

ransom demands without 
committing to action.

• Neutral in tone to avoid 
provocation or perceptions.

5. Exit Strategy Considerations
• Planning for different negotiation outcomes, 

including successful negotiation, failure to reach an 
agreement and escalation to law enforcement.
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05

3. Decision Making Framework
• Understanding the motivation, financial 

thresholds and limits of the organisation in 
terms of ransom payment.



Business Decision – To Pay or not to Pay

• Impact Assessment – Assess short term & long-term impacts, 
is the situation existential? Operational? Reputational?

• Recovery Feasibility – Assessment on effectiveness of 
backups and how long it will take? Maximum downtime?

• Legal & Sanctions Issues – Payment to known sanctioned 
entities can carry significant penalties and regulatory issues. 
Australian government strongly discourages payment, 
however there is no ban in place.

• Stakeholder Alignment – Ensure payment aligns with 
business goals, financial and ethical. Important to have a 
Ransomware Framework for these decisions to be laid out.



Lifecycle of a Negotiation – Decision Making (Pay) 



Lifecycle of a Negotiation

1. Establishing 
Communication Protocols

• Establishing secure 
communication method.

• Documenting all communications 
for legal, analytical, and record-

keeping purposes. 

4. Counter-Offer Strategies
• Prepared guidelines for making counter-offers, if deemed necessary, 

which could involve negotiating a lower ransom or extended deadlines.
• Evaluate the ability to recover operations without paying the ransom.

2. Initial Response
• Standardised initial response to 

ransom demands without 
committing to action.

• Neutral in tone to avoid 
provocation or perceptions.

5. Exit Strategy Considerations
• Planning for different negotiation outcomes, 

including successful negotiation, failure to reach an 
agreement and escalation to law enforcement.
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3. Decision Making Framework
• Understanding the motivation, financial 

thresholds and limits of the organisation in 
terms of ransom payment.



Lifecycle of a Negotiation – Decision Making (Pay) T-9 



Lifecycle of a Negotiation

1. Establishing 
Communication Protocols

• Establishing secure 
communication method.

• Documenting all communications 
for legal, analytical, and record-

keeping purposes. 

4. Counter-Offer Strategies
• Prepared guidelines for making counter-offers, if deemed necessary, 

which could involve negotiating a lower ransom or extended deadlines.
• Evaluate the ability to recover operations without paying the ransom.

2. Initial Response
• Standardised initial response to 

ransom demands without 
committing to action.

• Neutral in tone to avoid 
provocation or perceptions.

5. Exit Strategy Considerations
• Planning for different negotiation outcomes, 

including successful negotiation, failure to reach an 
agreement and escalation to law enforcement.
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3. Decision Making Framework
• Understanding the motivation, financial 

thresholds and limits of the organisation in 
terms of ransom payment.



Lifecycle of a Negotiation – Decision Making (Pay) T-11 



Lifecycle of a Negotiation – Decision Making (Pay) T-11 



Lifecycle of a Negotiation – Sanctions Sanity Check



Lifecycle of a Negotiation – Decision Making (Pay) T-13 



Lifecycle of a Negotiation

1. Establishing 
Communication Protocols

• Establishing secure 
communication method.

• Documenting all communications 
for legal, analytical, and record-

keeping purposes. 

4. Counter-Offer Strategies
• Prepared guidelines for making counter-offers, if deemed necessary, 

which could involve negotiating a lower ransom or extended deadlines.
• Evaluate the ability to recover operations without paying the ransom.

2. Initial Response
• Standardised initial response to 

ransom demands without 
committing to action.

• Neutral in tone to avoid 
provocation or perceptions.

5. Exit Strategy Considerations
• Planning for different negotiation outcomes, 

including successful negotiation, failure to reach an 
agreement and escalation to law enforcement.

01
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04

05

3. Decision Making Framework
• Understanding the motivation, financial 

thresholds and limits of the organisation in 
terms of ransom payment.



Lifecycle of a Negotiation – Decision Making (Pay) T-13 



Lifecycle of a Negotiation – Post-Payment T-15



Key Takeaways

1. Engagements are unique, dynamic, and rely on organisational 
factors/dependencies + threat actors' behaviours

2. Threat actor will directly engage and attempt to get the most 
favorable payout. 

3. Ransomware impacts a plurality of business operations and logistic. 
Cost can grow exponentially. 

4. The decision to pay relies on factors such as the threat actor, the 
intent, the extent of damages, the timeframe and the financial 
ability of the organisation.
o The incident does not stop with the payment of ransom

5. Legal issues may prevent an organisation from making payment 
and/or engaging with a threat actor. 



Recent cases and updates
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