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Real-life cyber incidents
Lead Cyber Analyst

Tokio Marine Kiln

L U K E  F A R D ELL



•When Cyber Hits The Fan



Lead Cyber Analyst

External attack surface scanning

Building tools

Helping on Complex Claims

Value Add services

Helping Group Companies

Bulk analysis of Coverholder portfolios

Tokio Marine Kiln Role



It’s complicated

How I Ended Up Here 



The Salisbury Poisonings 

Salisbury Hospital

Public Health England / Porton Down

Police Mobile phones

Interesting Cases



Prime Minister Theresa May visits China 
in 2018 

Prime Ministers Laptop



UK seizes Syria bound oil tanker off 
the coast of Gibraltar

Gibraltar



Gibraltar





Gibraltar



Gibraltar



Government wide cyber attack

5 eyes response

Zero Day vulnerability

ACSC lead

Australia 2019



Long hours

No Weekends

High stress

Difficult conversations

Often anger taken out on DFIR team

Conflict with rebuild stream

Costing difficult

But we love it

The most rewarding part is the challenge

What it’s like working in DFIR



Recent cases and updates
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Introduction

www.triskelelabs.com_

• Studied Cyber Forensics at University.

• Worked in Law Enforcement for five years.

• Moved to internal DFIR teams.

• Moved to consulting.

• Leading a team of DFIR Analysts and Engineers responding to 

ransomware, business email compromise and other incidents.

Richard Grainger
Head of Digital Forensics
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United States

Canada

Australia

New Zealand

United Kingdom

10 Years

5 Eyes Presence

100+ employees

Australian based

ISO27001

ISO20000

DFIR at Triskele Labs
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Threat 
Landscape

Setting the Scene



The Triskele Labs Digital Forensics 

and Incident Response team 

respond daily to incidents 

impacting small, medium and 

enterprise businesses.

Incidents 
responded to

BEC
44%

Ransomware
32%

Other
24%

BEC Ransomware Other
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Cyber 
security
landscape

Financially motivated Threat Actors targeting 

Australian organisations.

State actors focused on critical infrastructure – data 

theft and disruption of business.

Increase in media cover of cyber incidents.
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We’ve been 
ransomwared 

What now?
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If victim organisations have cyber insurance, call their incident response 

hotline.

Insurers maintain a panel of trusted vendors to help organisations respond to 

and recover from incidents.

• Digital Forensics and Incident Response

• Legal

• Crisis Communications

• Ransomware Negotiations



Digital Forensics and 
Incident Response

• Digital Forensics – examines electronic evidence to determine how an attack 

happened and what actions were performed.

• Incident Response – overarching process to prepare for, detect, contain and 

recover from an incident.
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Threat Actor gains unauthorised access to one or more machines in a 

network.

Ransomware is executed, which encrypts (scrambles) files, making them 

inaccessible.

Only way to get the files back is to pay the ransom or have backups that can 

be restored from.
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RANSOM NOTES

Leave ransom notes on impacted machines.

Print ransom notes across the organisation.
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EMAILS

Compromise internal mailboxes

Send emails to staff
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PHONE CALLS

Gather C-Level contact details from the company 

website.

Hire call centre services to call the victims and put 

pressure on them.
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The Response Let’s investigate
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Initial Contact

Scoping call with the client to understand what 

has happened.

Deploy security and forensic tooling in the 

environment.

Attend client site to assist with containment and 

evidence collection.
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How did they get initial 
access?

Misconfigurations on public facing infrastructure.

Unpatched vulnerabilities.

Information stealing malware to gain valid 

credentials.

Brute Force RDP 24%

Brute Force VPN 48%

Exploited 
Vulnerability 14%

Credential Stealer 4%

Unknown 10%



Shodan Automation

Shodan and Nuclei are powerful search engines that allows 

users to scan internet connected devices. 

Scan for devices susceptible to newly published critical 

vulnerabilities:

 Citrix NetScaler

 PaperCut

 ScreenConnect

 

Scan for devices susceptible to certain types of attacks:

 VPN appliances without MFA 

 Remote Desktop Gateways
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What data did they 
access or exfiltrate?

Look for files or folders accessed by the 
Threat Actor.

Look for evidence of data staging.

Find credentials to their infrastructure! 
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How did they get 
privileged access?

Exploiting a vulnerability.

Weak passwords – they can be easily 
cracked!



37

How did they destroy 
our backups?

Sometimes a Threat Actor gets lucky, and finds 

credentials contained in plaintext files.

Organisation was performing backups onto domain 

joined NAS, and cloud backups to OzHosting.

Dumping of credentials using tools.

MSP left username and password to OzHosting in a 

.txt file on a server.

Organisation had to pay $100,000 USD ransom to 

obtain decryptor.
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Threat Actors will frequently install legitimate 

Remote Management and Monitoring (RMM) 

tools, which blend into the environment – 

AnyDesk, ScreenConnect, Atera, Level, 

Simplehelp, Teamviewer.

In this case the Threat Actor stayed 

undetected in the environment for months as 

the same RMM was used legitimately by the 

MSP. 

Are they still in our 
environment?
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How did they steal our 
data?

Rclone is command-line program to manage 

files on cloud storage. 

Threat Actors will exfiltrate data using various 

methods such as FTP, MEGA, GoFile. 

Throttled during the day, full speed overnight 

to avoid detection. 
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How did they encrypt 
our data?

Ransomware binary deployed across the 

environment.

Threat Actor created a Group Policy Object to 

copy the binary to each domain joined host 

and then execute it.
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The Aftermath Data
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Data 
published on 
leak site

Threat Actors maintain 

leak sites on the dark 

web.

Publish victim 

organisation names and 

stolen data.
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Notification to 
impacted individuals

Understand what data has been 
impacted.

Harm assessment.

Notification to impacted individuals.
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Recommendations Tips for Brokers



Tips for Brokers

Use stronger passwords and a password manager. 

24x7x365 monitoring. Also, not all SOCs are equal.

AV is not EDR. Not all EDRs are equal.

Patch internet-facing systems, fast.

Hold IT MSPs to account.

MFA, always. 
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THANK YOU



Head of Cyber 
& Technology

Wotton + Kearney

K I E R A N  D O Y L E

Head of Incident Response
Emergence Insurance

P E T E R  F U R S T

Incident Response 
Manager

Triskele Labs

C R A I G  M A R T I N

Lead Cyber 
Analyst

Tokio Marine Ki ln

L U K E  F A R D E L L

PANEL DISCUSSION
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