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Ransomware /
Extortion Walkthrough

What happens
when it happens JAMES FINLAY

Lead Director of
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When Cyber
Hits the Fan

Real-life cyber incidents LUKE FARDELL

Lead Cyber Analyst
Tokio Marine Kiln
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When Cyber Hits The Fa n Ny LN

. TOKIO MARINE
3 KILN

11 January 2019

Wish you would answer the phone mum

| am stuck

In a bank and am waiting for the police

| am here for work but they are panicking
and cannot verify who | am

The normal process isn't working

| cannot leave
Ok | have message don't worry
Ok | am being arrested | think

Oh poor you don't worry about me

Just with the police will be done shortly

Don't worry | can easily cancel

No don't cancel I. Trying to get out

-
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Ok but don’t worry
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Tokio Marine Kiln Role

o Lead Cyber Analyst

External attack surface scanning
Building tools

Helping on Complex Claims

Value Add services

Helping Group Companies

Bulk analysis of Coverholder portfolios

(o

0o
0o
0o
0o
0o

Enter a Domain for
a Risk Scan

Open Portfolio

Breach Search

Searches all ransomware breach posts, displaying
the publication date,

Portfolio
Management

- Select a Portfolio

e | o
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Search Company in
Google for historic
breaches

Enter Company Name

Red Chamber

b Koninkiijke Ahold Delhaize N.V incransom
EVERTECH INSTRUMENTAL spacebears

Latest Ransomware Victims
2025-04-17
2025-04-17 l
2025-04-17
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TOKIO MARINE

KILN

Microsoft: Office 2016 and Office 2019 reach end of support

in October

Identity Attacks Now Comprise a Third of Intrusions

New Windows Server emergency updates fix container launch

issue

This ‘College Protester’ Isn't Real. It's an Al-Powered
Undercover Bot for Cops

CISAw: of increased breach risks following Oracle Cloud




How I Ended Up Here TOKIOMARINE

KILN

o It's complicated
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Interesting Cases TOKIOMARINE

KILN

o The Salisbury Poisonings
o Salisbury Hospital
o Public Health England / Porton Down
o Police Mobile phones
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Prime Ministers Laptop TOKIOMARINE

KILN

o Prime Minister Theresa May visits China
in 2018
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o ‘tJhK seizef Sfy g o bfﬁmd oil tanker off Iran fury as Royal Marines seize tanker
€ coast of sibraitar suspected of carrying oil to Syria

b East Ritle “"‘"‘"""“ ; 3 v AT R Keilor East o 9 9P Heidelbere v
m - @ Wost 'S Rosanna

B @ Q Preston

(-] Heidelberg

Iran summons UK ambassador over incident off Gibraltar as
tensions escalate over nuclear deal

20
25

© An image issued by the Ministry of Defence of the supertanker Grace 1, believed to be carrying
2m barrels of crude oil. Photograph: MoD/PA
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THIS ROOM WAS OCCUPIED BY

ENERAL DWIGHT EISENHOWER , y

COMMANDER 1N cHy

[G

EF OF THE
S EMPLOVED |y

OF

ALLIED FoRe

THE INVSIoN
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Australia 2019

Government wide cyber attack
5 eyes response

Zero Day vulnerability

ACSC lead
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TOKIO MARINE
KILN

Exclusive: Australia concluded China was
behind hack on parliament, political
parties — sources

By Colin Packham
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September 16, 2019 4:50 AM CMT+1 - Updated 6 years ago
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A man holds a laptop computer as cyber code is projected on him in this illustration picture taken on May 13, 2017. REUTERS/Kacper
Pempel/Illustration/Files Purchase Licensing Rights [
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What it's like working in DFIR TOKIOMARINE

KILN

Long hours

No Weekends

High stress

Difficult conversations

Often anger taken out on DFIR team
Conflict with rebuild stream

Costing difficult

O 0 0 0 0 o o

But we love it
o The most rewarding part is the challenge

SIEER



PANEL DISCUSSION

The Shifting Legal
Landscape

Recent cases and updates

NICOLE GABRYK COLIN PAUSEY
Partner Chief Operating Officer
HWL Ebsworth Lawyers Emergence Insurance
YNSBCyber i TriskeleLabs I\, Hellawicon I WK WOTION  HWhagyopmi
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Threat Actors’
Tactics,
Techniques
and Procedures

Head of Digital Forensics
Triskele Labs
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Introduction

Richard Grainger

Head of Digital Forensics

Studied Cyber Forensics at University.
Worked in Law Enforcement for five years.
Moved to internal DFIR teams.

Moved to consulting.

Leading a team of DFIR Analysts and Engineers responding to

ransomware, business email compromise and other incidents.

www.triskelelabs.com_
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DFIR at Triskele Labs

United Kingdom

10 Years

5 Eyes Presence

®
|
|
@ 100+ employees
|
O
|

Canada

United States

Australian based

Australia

1SO27001

1SO20000
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Threat
Landscape

Setting the Scene




Incidents
responded to

The Triskele Labs Digital Forensics
and Incident Response team
respond daily to incidents
impacting small, medium and

enterprise businesses.
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Incidents
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landscape

Financially motivated Threat Actors targeting

Australian organisations.

State actors focused on critical infrastructure — data

theft and disruption of business.

Increase in media cover of cyber incidents.

Medibank hack: Russian sanctioned
over Australia's worst data breach

3 January 2024

Optus: How a massive data breach has
exposed Australia

Latitude Financial Scrambles to Contain Large Data

Breach

Nissan Australia cyberattack claimed by Akira ransomware gang

Australian police arrest four BEC actors who stole $1.7 million

Western Sydney University discloses data breach,
7,500 ‘impacted individuals’ notified

Western Sydney University (WSU) has revealed that its systems were breached by a threat actor,

leading to student information being potentially exposed.
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We’ve been
ransomwared

What now?




If victim organisations have cyber insurance, call their incident response

hotline.

Insurers maintain a panel of trusted vendors to help organisations respond to

and recover from incidents.

* Digital Forensics and Incident Response

* Legal
*  Crisis Communications

* Ransomware Negotiations
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Digital Forensics and
Incident Response

* Digital Forensics — examines electronic evidence to determine how an attack

happened and what actions were performed.

* Incident Response — overarching process to prepare for, detect, contain and

recover from an incident.

CYBER
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Threat Actor gains unauthorised access to one or more machines in a

é

2
/

network.

Ransomware is executed, which encrypts (scrambles) files, making them

inaccessible.

&

e

-

Only way to get the files back is to pay the ransom or have backups that can

L

&

be restored from.
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RANSOM NOTES

» Leave ransom notes on impacted machines.

Print ransom notes across the organisation.




EMAILS

PREVIEW

» Compromise internal mailboxes

» Send emails to staff

Encrypt Manager

Source

From: IT Manager
Sent on: Thursday, Mar

To:

Subject: Documents

Attachments: Dn




PHONE CALLS

Gather C-Level contact details from the company

website.

Hire call centre services to call the victims and put

pressure on them.

Ny
CYBER
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The Response

Let’s investigate




0

Initial Contact

» Scoping call with the client to understand what

has happened.

»  Deploy security and forensic tooling in the

environment.

»  Attend client site to assist with containment and

evidence collection.
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How did they get initial
access?

»  Misconfigurations on public facing infrastructure.
Unpatched vulnerabilities.

Information stealing malware to gain valid

credentials.
4

Unknown 10%

Brute Force RDP 24%
Credential Stealer 4% ,

Exploited
Vulnerability 14%

Brute Force VPN 48%

CYBER
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Shodan Automation

®% SHODAN  Explre  Downloads  Pricing

Dashboard

[E Getting Started >_ ASCII Videos

Filter Name Description

city Name of the city

country

p  Shodanand Nuclei are powerful search engines that allows

users to scan internet connected devices.

P Scan for devices susceptible to newly published critical

vulnerabilities:
» Citrix NetScaler
» PaperCut

» ScreenConnect
P> Scan for devices susceptible to certain types of attacks:

» VPN appliances without MFA

» Remote Desktop Gateways

CYBER
syncur
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What data did they
access or exfiltrate?

» Look for files or folders accessed by the
Threat Actor.

Look for evidence of data staging.
>

Find credentials to their infrastructure!

Path

Control Panel:Programs and Features\

vork Places:\

My Network Places:\

My Network Places:
My Network Places:
My Network Places:\
My Network Places:
My Network Places:\
My Network Places:
My Network Places:
My Network Places:
My Ne

My Netw

My Netw

My Netw

My Ne

My Ne

\Finance\_Payroll\Payroll 24-25\

\Finance\_LINVOICES\Iny
\Finance, OICES\
\hr\Personnel\
\hr\Personnel\

\cS\Deploy\

\HR\Project Admin\

\cS\HR\Project Admin\

\c§\HR\Recruitment\Current Offers)

-

\cS\HR\Recruitment\Current Offers\
\cS\HR\Recruitment\Current Offers)

\c§\HR\Recruitment\Current Offers\

First Interaction... =
4 12:53:48.000 PM

1:09:24.000 PM

.000 PM

4 1:09:39.000 PM

4 1:09:43.000 PM

4 1:10:13.000 PM
1:10:48.000 PM

24 1:11:30.000 PM

:11:41.000 PM




How did they get
privileged access?

P Exploiting a vulnerability.

» Weak passwords — they can be
easily cracked!

(0 ko 2025 3 vrware- amdBd - ViMmars Workatation o x
e fdt View VW Tbs Mep |l - & O & NaEy 08 [ = B

) . kol dnux 20233 vinware...
BiumBPeil-|' 23 4|gp O® A On4|a G
- A Pk - x
File Actions Edit View Help

—{kali® kali)-[~

i—- hashcat -m 1000 -w 3 -3 @ -p : —username cracked.txt utfile-f :12 /home/kali/Desktop/ntim-extract
.ntds /home/kali/Desktop/rockyou.txt r /usr/share/hashcat/rules/UnicordnSk.rule J

Completing "file'

Flle Actions Edit View Help

E(ka’li  kali)-[~]
© tail -f /home/kali/.local/share/hashcat/hashcat.potfile

0

To drext mput to tha VM, move the mouse ponter raide or press (Lde G - Y l



How did they destroy
our backups?

p Sometimes a Threat Actor gets lucky, and finds

credentials contained in plaintext files.

Organisation was performing backups onto domain

joined NAS, and cloud backups to OzHosting.
Dumping of credentials using tools.

MSP left username and password to OzHosting in a

.txt file on a server.

Organisation had to pay $100,000 USD ransom to
obtain decryptor.

ARTIFACT INFORMATION

a

Notepad (64-bit)

C:\Source\Ozhosting Login.txt

olume Senal Number

Target File Created Date/Time

arget File Last Modified Date/Time
arget File Last Accessed Date/Time
ump L Tvre

A -
e =

Target File Size (Bytes

Last Access Date/Time

-
e )

Lata

| ] [
|} ||
| [= |

Automatic

DRIVE_FIXED

| u
25
37

C:\Source\Ozhosting Login.txt
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Are they still in our
environment?

» Threat Actors will frequently install legitimate
Remote Management and Monitoring (RMM)
tools, which blend into the environment —
AnyDesk, ScreenConnect, Atera, Level,

Simplehelp, Teamviewer.

In this case the Threat Actor stayed
undetected in the environment for months as
the same RMM was used legitimately by the
MSP.

ARTIFACT INFORMATION

Application Name
Company

Created Date

Key Last Updated Date/Time
Install Size (Bytes)

Wersion

Artifact type

ltem ID

ScreenConnect Client _

ScreenConnect Software

I
I
4103

23.9.10.8817

5 Installed Programs

24876

Ny
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How did they steal our
data?

Rclone is command-line program to manage

files on cloud storage.

NE Downloads Docs ~ Commands ~ Storage Systems ~ Contact

Share and Enjoy

Rclone syncs your files to cloud storage

Threat Actors will exfiltrate data using variou | s RCLONE o
methods such as FTP, MEGA, GofFile. oo C
About rclone Z

Th rott I ed d urin g t h e d ay’ fu | I S pee d overn |g ht iiliéi ue(’p/yzieq B ‘pr\o-‘c\(s:‘zpm rclone including 53 object stores, business & consumer file

Relone has powerful cloud equivalents to the unix commands rsync, cp, mv, mount, s, ncdu, tree, rm, and cat. Relone's

familiar syntax includes shell pipeline support, and un protection. Itis used at the command line, in scripts or via its

to avoid detection.

Users call rclone "The Swiss army knife of cloud storage”, and "Technology indistinguishable from magic

Rclone really looks after your data. It preserves time: s and verifies checksums at all times. Transfers over limited
bandwidth; intermittent connections, or subject to quota can be restarted, from the last good file transferred. You can
ck the integrity of your files. Where possible, rclone employs server-side transfers to minimise local bandwidth use and

transfers from one provider to another without using local disk.

Virtual backends wrap local and cloud file systems to apply e on, g essi King and

Relone mounts anv lacal. cloud or virtual filesvstem as a disk on Windows. macOS. lintix and FreeRSD. and alsa serves these




How did they encrypt
our data?

> Ransomware binary deployed across the

environment.

> Threat Actor created a Group Policy Object to
copy the binary to each domain joined host

and then execute it.

LY

AVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEE!

FIND THE README.TXT FILE

YOUR SYSTENM

HAS BEEN BLOCKED

BY QILIN RANSOMWARE

FIND THE README.TXT FILE

AVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEE!

CYBER
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The Aftermath

Data
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Data
published
on leak site

b Threat Actors

maintain leak
sites on the dark

web .

P Publish victim

organisation
names and stolen
data.

¥ Qilin blog

x

+

C JO ") yen3siorey / guixkzkibdukbilwe3xhnmbyd mcbeensd /)2 rekvgd.onion

Vilin
N

SORTING CREATED AT NANME

HCI INFORMATIQUE D'ENTREPRISE

Située & Perpignan, au cceur du Roussillon, dans les Pyrénées-Orientales, HCT est une ESN (Entreprise
de Services du Numérique). Créée en 1998, H.CL est spécialisée dans l'ingénierie réseau, la
maintenance, l'installation, le sui ...

+
12 more

COBBCOUNTY
« 2 compAnY URL | (O maY 1, 2028




Notification to
impacted individuals

» Understand what data has been
impacted.

» Harm assessment.

» Notification to impacted individuals.

VINO

Hi Richard,

| am writing to provide you with some important information about a recent cyber
security incident at Vinomofo.

Vinomofo experienced a cyber security incident where an unauthorised third party
unlawfully accessed our database on a testing platform that is not linked to our live
Vinomofo website.

We immediately engaged leading cyber security and forensic specialists (including
IDCARE, Australia’s national identity and cyber support service) to investigate the
claim and took steps to further secure our IT environment and strengthen our
systems.

We also reported the matter to the Australian Cyber Security Centre (ACSC) and the
Office of the Australian Information Commissioner (OAIC).

Qur investigation established that customers” and members’ information on our
database on this testing platform was unlawiully accessed by a third party.
However, our cyber security and forensic specialists have assessed that the
risk to our customers and members by this information being accessed is low.

Vinomofo does not hold identity or financial data such as passports, drivers’ licences
or credit cards/bank details.

While no passwords, idenfity documents or financial information were accessed, the
database includes other information about customers and members.

The information about you that was contained in the database that may have
been accessed may include name, gender, date of birth, address, email
address and phone number.



Recommendations

Tips for Brokers
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Tips for Brokers

Patch internet-facing systems, fast. Use stronger passwords and a password manager.

Jo Jol

- MFA, always. x AV is not EDR. Not all EDRs are equal.
—é— _é_
@ Hold IT MSPs to account. ‘ @ \ 24x7x365 monitoring. Also, not all SOCs are equal.
| e— — —— T e |
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THANK YOU
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